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Crimes Of Armed Cyber-Robbery Against Databases Data
Base In European Legislation

Abdul Aziz Mansour El Mel

Public Law Department , Saad Al Abdullah Academy for Security
Sciences, Ministry of Interior Kuwait, The State of Kuwait.
E-mail: aziz@almailgroup.com

Abstract:

The current research aims to examine frameworks related to the
protection and management of digital rights in databases in the
context of cybercrime through cyberspace. The researcher sought
to benefit from some of the approaches in the study of the
research topic, where the legal approach was applied.

The results of the study concluded that:

Many academic databases are now moving to the digital form,
taking advantage of the web with its excellent services that allow
this type of database Data Base to provide a very advanced level
of information services that support the scientific research
community.

Digital information services vary from one system to another or
from library to another according to the history of the library
itself, the size of its collections, and its beginning with the process
of digitization in general.

The study made several recommendations as follows:

Unify operating systems in digital databases to facilitate
interconnection and communication between them and thus find
collective solutions that benefit the management of those digital
rights effectively.

The need to codify new rules to combat offences against digital
rights; Take into account the special nature of these offences, in
particular as regards proof in proceedings arising from these
offences.

The need for judicial and procedural coordination and
international cooperation in combating infringement of the digital
rights of libraries.

Keywords: Cyber Burglary, Databases, European Legislation.
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of May 22, 2001 on the harmonisation of certain aspects of copyright and
related rights in the information society (Information Society Directive.(

(2)Deborah E. Bouchoux, Intellectual Property: The Law of Trademarks,

Copyrights, Patents, and Trade Secrets, 4th Edition, (Cengage Learning,
2013), at 301- 302.

(3)Canadian Copyright Modernization Act, assented on 29th June 2012,

available here:<http://laws-lois.justice.gc.ca/PDF/2012 20.pdf>. Last visited
Dec. 3, 2019.
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(1)Canadian Copyright Modernization Act, assented on 29th June 2012, . See

also Robert D. McDonald and Margot E. Patterson, Canada: The Copyright
Modernization Act: Canada’s New Rights and Rules, November 20, 2012

(3)See Australia United States Free Trade Agreement of 2004 that came into

effect in 2005, available at <https://ustr.gov/trade-agreements/free-trade-
agreements/ australian-fta/final-text>. Last visited Dec. 3, 2019
(4)See for further explanation, Brian Fitzgerald et al.,, Internet and E-

commerce Law, Business and Policy, (Lawbook Co. Thomson Reuteurs,
2011) 237-241.
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ol oLl s Ciagarga¥ A ale ade Aadlgll cuas g1 (response
Aoy (yaolda]) dlie wlylis] dwd il Data Base aylilud! aelgd geusetiue
Sl ) L 19S5 A e dcamell JleedU Jola &lia (685 Leie (3o
Lass Juads B 3 pall clune¥l alall uayy .(peer- to- peer networks)

(1)See Sections 52(1) (zb) and 31B of the Indian Copyright (Amendment)

Act, available at
<http://www.wipo.int/edocs/lex-docs/laws/en/in/in066en.pdf>.  Last  visited
Dec. 3, 2019.

(2)Proja Dodd, Amendments to the Indian Copyright Act, The New India: A

Guide to Protection and Enforcing your Intellectual Assets, Apex Asia, 2014,
11-17.

(3)See Copyright, Design and Patent Act (CDPA) 1988, available at

<https://www. gov.uk/government/publications/copyright-acts-and-related-

laws>. Last visited Dec. 3, 2019.
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See Wikipedia, Graduated Repose, available at

<http://en.wikipedia.org/wiki/ Graduated responseffcite note-8>. Last
visited Dec. 3, 2019



Gle mladl G ,aSIVl gl wll @il s

YYAY pladl o glall el a Data Base oLl uelyd

e99Y
gl STy asl b clely o] dhmy Ay allell ansiull e co,uy
Sl e a4 les LM S @l Gle el s Jie 5yhait 45 il
905 V0 ibee Tues Gl lal il Al aloi g Y2 Y gl & sl 4
eIl auad)ll Goamll Gle sle¥) o (g patun (el Golei¥I Lle (a5
3y ,satl @bl GY e

Data Base o ULl uelgd dado g 5505Y adladl ool ynldl LIl

L5 a1 5, 8 A aanll b s 305Ul duelall laslaall Hall Joumsll o)
) (Y) el Gy Cemdl B L ((sols ilas (90 Auelall olatslly &l
J:‘ﬁ'ﬁ—'-' Baadyllg BN laglall e (it awell B alll Galall Cims
35S Gudimd Sl (e oo gl ol dalas JS B Led] sl Jsuogll ol
Al 4o Olegema e 5,058 alyalee callil iculaglasll oIl Jgum ol
(laglall (6,090 2l 595 ey Lgilslaily Data Base «lldl aelgd
Aaladl 581,005 Eeans SV il 3y elealatl e slael LI 2ol

et @Ilall Blaen s dae s (9S50 alall B doladl S
DFC (Digital uewls Jal (e QLSO kel y o] oloas g E
e ol (u)u_o.p ue—iall" 3 Jan | s future  coalition
Ghe alaalall 3yg 5 Joo alall T, aleia] Codm |getal waly «0us paY!
=9 ¢« Jalall Jleaiadl e Golas g A= BH1 B gy 4ad 1 Bgazetl (o 36!
=2 el J5S5 o gt add (gl (pdea Guo aels Il ol @lall
Br9ro e JLall s Ga (pSHLall JS e Bajell ji5y cileglall uiliasls

M &

(1)See Michael A. Arnold (al), Graduated Response Policy and the Behavior

of Digital Pirates: Evidence from the French 3-Strike(Hadopi) Law, May 28,
2014

(2)Josh Taylor, France Drops Hadopi Three-Strikes Copyright Law, (July 10,
2013), available at <http://www.zdnet.com/article/france-drops-hadopi-three-
strikes-copyright-law>. Last visited Dec. 3, 2019.
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http://openaccess.inist.fr/spip.php?article37.
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(1) DANSET, Francoise L'action nationale et international des professionels
des bibliotheques et de la documentation pour le respect des droits des
utilisateurs. In collection Bibliotheque. Le droit d'auteur et les bibliotheques.
Paris: Cercle de la librairie. 2000.P. 161.

3gr5e YNV /Y G g gall iolasleall sl Jyogll caame @ual ol wenl olga (Y)
e ymy e
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Christakis, Nicholas A. Fowler, James H. (January 12, 2011), Connected: The
Surprising Power of Our Social Networks and How They Shape Our Lives -How
Your Friends' Friends' Friends Affect Everything You Feel, Think, and Do, USA:
Back Bay Books; Reprint edition
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Christakis, Nicholas A. Fowler, James H. (January 12, 2011), Connected: The
Surprising Power of Our Social Networks and How They Shape Our Lives -How
Your Friends' Friends' Friends Affect Everything You Feel, Think, and DoOp, Cit
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(1)See Manila Principles on Intermediary Liability at

<https://www.manilaprinciples. org/fag>. Last visited Dec. 3, 2019.
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(3)See Sec. 512(C) of the US Copyright Act, available at

<http://copyright.gov/onlinesp.</

(4)See Secs 512 of the Digital Millenuim Copyright Act and in particular the

following:

0\Y(a): transitory digital network communications.

0\Y(b): system caching.

V¥(c): information residing on systems or networks at direction of users.

0VY(d): information location tools.
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Digital Data 3

See the law available here
<https://www.law.cornell.edu/uscode/text/17/512.<

(1)See the Copyright Amendment (Digital Agenda) Act 2000 (Digital

Copyright Act), available at
<http://www.comlaw.gov.au/ Details/C2004C01235>. Last visited Dec. 3,

2019.
(2)See Regulations Governing Implementation of ISP Civil Liability

Exemption, available at
<https://www.tipo.gov.tw/ct.asp?xItem=364336& ctNode=6825 & mp=2.<

M olgiall e cyileall o il (V)

>https://www.manilaprinciples.org/sites/default/ﬁles/jurisdictional-
analysis.pdf.<

(4) See Manila Principles on Intermediary Liability
<https://www.manilaprinciples. org.</
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Baamlly al3ll Bods lawl Yo oA0 @B Gillalall agupll e (Y1) 3L, Yoo
G Olgall Gle s oll p890 Glo 350500 @Ilall o alBl) Bsan (il g8 puang 3yl
>http://www.wipo.int/wipolex/en/results.jsp?countries=&cat_id=11.<
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(2)See Australian Copyright Act of 1968 as amended by the Digital Agenda
Act in 2000, sections 116AN and 116B, available at
>http://www.austlii.edu.au/au/legis/cth/consol_act/cal968133/index.html#s1
l6an<
(3)Paul Dravis, Open Source Software - Perspectives for Development

(November 2003), The Dravis Group, available at
<http://www.infodev.org/en/ Document.21.pdf>; UNCTAD, Free Software
and Open Source Foundation for Africa, The State of Free and Open Source
Software in Africa & Proposed Action Plan (June 2003(

(4)The Brazilian Public Sector to Choose Free Software, PC Linux Online,
June 2, 2003, available at:
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<http://www.pclinuxonline.com/modules.php?name=News&file=
articleamp;sid=6879>. Last visited Dec. 3, 2019.

(1)See Free Software Organization (FSF) <http://www.fsf.org.<
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>http://www.tawyeen.com/tword/?p=28897>. Last visited Dec. 3, 2019.
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alealamiati, kuliyat alsharieat walganun waghurfat tijarat wasinaeat
dubay 9-11ayar/mayu 2004, almujalad althaani, altabeat al'aw lia,
2004
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