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Criminal Protection of Electronic Signature

in US and Kuwaiti Law

Nayef Shafi Al-Muzhafera Al-Hajri

Department Of Legal Courses, Saad Al Abdullah Academy For
Security Sciences, State Of Kuwait.

E-mail: bo.shafi2007@gmail.com

Abstract:

When dealing with the issue of criminal protection for the
electronic signature in the comparative legal systems (American
and Kuwaiti), there are two conflicting trends in this regard, as the
supporters of the first trend assert that the American and Kuwaiti
legislations have paid attention to this aspect and have launched a
legislative environment in this matter, especially since the
electronic signature is an argument In the matter of legal proof.

While the supporters of the second trend believe that there are
shortcomings in these legislations regarding electronic signature
crimes for several reasons, including the novelty of these crimes
in addition to the legislative shortcomings and the weak technical
expertise in dealing with electronic signature crimes.

Based on the above, the researcher can formulate the research
problem of the current study in the form of a main question as
follows:

What are the legislative control mechanisms for the criminal
protection of the electronic signature in the US and Kuwaiti law?

Study questions

The current study poses a set of the following sub-questions:

1) What are the forms of crimes committed by the electronic
signature of contracts through electronic media?

2) How did the US and Kuwaiti legislation deal with electronic
signature crimes?

3) How can legislative control mechanisms be activated to
achieve criminal protection for electronic signatures in US and
Kuwaiti law?
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Study methodology
In this study, the researcher relies on the descriptive approach
and the comparative approach.

Keywords: Criminal protection, Electronic signature, American

law, Kuwaiti law.
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(1) Under Federal Rules of Evidence, electronic evidence is admissible if it
complies with traditional evidentiary principles, i.e. it must be relevant,
authenticated, and not subject to exclusion on hearsay or other grounds. See
Lorraine v. Markel Am. Ins. Co., Inc., 241 FRD 534 (D. Md. 2007). See also
Fed. R. Evid. 902(13) (a record generated by an electronic process or system
that produces an accurate result, as shown by a certification of a qualified
person, 1is self-authenticating and requires no extrinsic evidence of
authenticity in order to be admitted); Fed. R. Evid. 803(6) (hearsay exception
for business records).

(2) Bert Swart, "Modes of International Criminal Liability", in: Antonio
Cassese, The Oxford Compaion to International Criminal Justice, Oxford
University Press, 2009. Bajan, Peter, (1998). New Communities , New Social
Norms. Studia-Psychologica. V. 40 (4.
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(1) NY GOL §5-1401 (parties to a contract that involves at least $250,000
may select New York law to govern their rights and duties under such
contract, without requiring any other connection to New York).

(2) See, e.g., Naldi v. Grunberg, 80 A.D.3d 1, 11 (N.Y. App. Div. 1st Dept.
2010) (holding an email to be capable of satisfying the statute of frauds
contained in New York General Obligations Law § 5-703); Newmark & Co.
Real Estate Inc. v. 2615 East 17 Street Realty LLC (N.Y. App. Div. 1st Dept
2011) (holding an email to be capable of satisfying the statute of frauds
contained in New York General Obligations Law § 5-701).
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(1) See, e.g., Ceglia v. Zuckerberg, 2013 WL 1208558, at *4-6, *16, *73
(W.D.N.Y. Mar. 26, 2013) (holding a contract with a handwritten signature,
later scanned and emailed as a .pdf file, to be valid)

17 See, e.g., People v. Johnson, 31 Misc.3d 145(A) (Sup. Ct. App. Term
2011) (holding that a police officer's electronic facsimile signature was valid
and admissible in court).

(2) Please refer to: U.S. EPA Electronic Signature Procedure (April 2018)
https://www.epa.gov/sites/production/files/2018-
4/documents/electronic_signature procedure.pdf accessed in 3March 2023

* U.S. EPA eReporting Policy Memorandum
https://www.epa.gov/sites/production/files/2016-03/documents/epa-
ereporting-policy-statement-2013-09-30.pdf accessed in 3March 2023

* U.S. EPA Information Technology (IT) Architecture Standards Profile
http://cfint.rtpnc.epa.gov/oito/itarchitecture/standards.cfim accessed  in
3March 2023
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(1) National Institute of Standards and Technology (NIST), Minimum
Security Requirements for Federal Information and Information Systems
(FIPS 200) (March 2023).
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf

* NIST, Security Requirements for Cryptographic Modules (FIPS 140-2)
(March 2023) https:/nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.140-2.pdf
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(1) Pipitone, T. (2012). Cops, prosecutors botched Casey Anthony evidence.
Click Orlando [online]. As of December 3, 2014:
http://www.clickorlando.com/news/Cops-prosecutors-botched-Casey-
Anthony-evidence/17495808 accessed in 15 Mar2023

(2) See International Law Enforcement Cooperation Report, supra note 3,
at 26-27; Press Release, Digital Currency Business E-Gold Pleads Guilty to
Money Laundering and Illegal Money Transmitting Charges, U.S. Dep’t of
Justice ,  https://www.justice.gov/archive/opa/pr/2008/July/08-crm-635.html;
Press  Release, Liberty Reserve Founder Sentenced to 20 Years For
Laundering Hundreds of Millions of Dollars, U.S. Dep’t of Justice
https://www.justice.gov/opa/pr/liberty-reserve-founder-sentenced-20-years-
laundering-hundreds-millions-d accessed in 17 Mar2023
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FBI, Internet Crime Report 2021, supra note 13, at 15-16; see, e.g.,
Press Release, Justice Department Seizes and Forfeits Approximately
$500,000 from North Korean Ransomware Actors and their Conspirators,
U.S. Dep’t of Justice (Mar 19, 2023),
https://www.]justice.gov/opa/pr/justice-department-seizes-and-forfeits-
approximately-500000-north-korean-ransomware
(2) See International Law Enforcement Cooperation Report, supra note 3, at
1-2, 11. However, even VASPs ostensibly located outside the United States
may still have obligations under the BSA if they qualify as domestic financial
institutions, including by doing business wholly or in substantial part in the
United States. See, e.g., 31 C.F.R. § 1010.100(%).
(3) Based, P., Security, D., Rudolf, R., & Physics, A. (1997). The list of paper
based valuable documents is nearly interminable and extends from. 437, 28—
30.
CISA. (n.d.). Security Tip (ST04-018) Understanding Digital Signatures.
20009. https://www.us-cert.gov/ncas/tips/ST04-01 8#:~:text=A digital
signature—a type,%2C or a digital document).&text=Digital signatures are
significantly more secure than other forms of electronic signatures
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(1) Zhong, Y. (2013). Secure digital certificate design based on the RSA
algorithm. Journal of Digital Information Management, 11(6), 423—-429.

(2) Hosseini Seno, S., Budiarto, R., & Wan, T.-C. (2011). A Secure Mobile
Ad hoc Network Based on Distributed Certificate Authority. Arabian Journal
for Science and Engineering, 36(2), 245-257.

(3) D. Kah. (1996). TheCodebreakers: The Comprehensive History of Secret
Communication from Ancient Times to the Internet. Scribner.

Garain, U., & Halder, B. (2008). On automatic authenticity verification of
printed security documents. Proceedings - 6th Indian Conference on
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Sae-Bae, N., Memon, N.: ‘Online signature verification on mobile devices’,
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and
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(2) Yang, L., Widjaja, B.K., Prasad, R.: ‘Application of hidden Markov
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Fierrez-Aguilar, J., Nanni, L., Lopez-Pefialba, J., et al.: ‘An on-line signature
verification system based on fusion of local and global information’. Proc. Of
Fifth IAPR Int. Conf. on Audio and Video based Biometric Person
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(1) For more Information please refer to:

Lejtman, D.Z., Gorge, S.E.: ‘On-line handwritten signature verification using
wavelets and back-propagation neural networks’, Sixth Int. Conf. on
Document Analysis and Recognition Proc. IEEE, 2001, pp. 992-996

Huang, N.E., Shen, Z., Long, S.R.: ‘A new view of nonlinear water waves: the
Hilbert spectrum’, Annu. Rev. Fluid Mech., 1999, 31, pp. 417-457

12 Chang, C.P., Lee, J.C., Su, Y., et al.: Using empirical mode decomposition
for iris recognition’, Comput. Stand. Interfaces, 2009, 31, pp. 729-739

(2) E.A.CAprioli,les lettres Recommandées Electroniques,cahiers de Droit de
I' E- = terprise' mai 2011'N° 3,p.68.
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See Public Consultation on the Review of the Electronic Transactions Act,
INFOCOMM MEDIA DEV. AUTH. (https://www.imda.gov.sg/regulations-
and-licensing/Regulations/consultations/

Consultation-Papers/2019/Public-Consultation-on-the-Review-of-the-
Electronic-Transactions-Act.




G oSN Bl Akl Byl

YYYa ‘QL._H Ogolat! 93355_1\} &5:,);}1\ Og3lal!

Loy riuy pilan jud Guylarg- paidl g (Sayy iy <51 Gle JLal oda o]
Jomall 35035 S8 I bl Gasle e oSip I ol Jady O -3 uns
Gial s 35l is CBugiu el Ly yie 1AL L ubawdl LB caud 2S5 ,aY
sheoie LSSl payi e ol La 3las @S 55 (e JS" blay gl (laglall
O culs G2 s tsll Jolo ol mtgg caimy ¥ Jla o1 35201 (e iles Gle oS!
lia Jie 0l Agles ol GISEY ol Aletl of dlazdl sia dis Wglma gl Sudd (o pn
¢ 35l 1igl LGay property " JLUI" mlbsiasy "o... DY 5l 23yl 058 g Coald]
LSty atles wliky Gle s 31 olaglally U1 Blughl JS" Jadi 0 5ilas
Al Al 2091 350 ol g I Culatl el py Aalaill @ LILSIly 3,50

S gima ol s3le gl @ld 6550 Aed Sy (o Luid Beg yhe

;S il e n"y\ Gl @l (Say G Lo S5 Cpag

égﬂm_egjuﬁ;_@é AIPES PR~ VP NPy (RN ]
‘Y‘ ‘aae_:..t ’}”mﬁ.d‘ m‘»u ” 39‘ :/_:.Slfn.”;,d-gl

=4 =4

SHlaslall clly (il ol Gyaall o lall 3 pa¥ su =il sl G sus (V)
2447 ale Layal olS edbius ade J3aly a)aAt ale s computer fraud & abuse act
ohe o il glomia (Jommtl 5l g g il 5ud Joaalls Juas Jladl sae oygilall s anlseg
Gle Lol alayy Lgie caaSl Sam ¥ Aol @Bl ol Sibegll plaatly Glas cileglas
\,\_bu.\_c;c_').'b‘uUB@uu‘»Mwm‘yujéuuwj‘ ‘fdubjs.nb\.m
‘L.SJ).AUS.n:’Lﬂ.})j\)_L‘ A_th.\S‘_).uc:L\S.uA-LA.J‘- u}»La_” 45.‘533 ‘J_S| 3‘ umJ)JLu:- J.a.J‘
Ay L 35l ¥l oy 3Lty 51l il e OIS 13] 53 50eSU allal Gle Jos il e



AR APVPr-FrE 054.3);}”3 @b—” Sl syalally (gilallg day yad) Aloes Y.

J 9% clat
S ¥ (9 ST o 501 (@31t Ay 5081 At

@l Lal 18T alall ) Goganlntl @y (S a1 3lindl aall sl 1l 515
- dadiys ol @yl sl cilSy @AM alall ge cslos Ll Jsall oSay ails !
Gioilal molall o g yne 9o Lawd cugpuall Olgaall @il ot u¥L -Lgine
- by adall 5o ¥y aV WM a3 Y o Lguadly 3,551 Guysgs 393" Ay pom
Oy wgalomll @3l e S O Sueedl (B ol et - pa¥l Aaaa B (LAl
ale Lo ,mll pin e Busmill @Y1 33 ol Gl v TN alasial (e dea Ll wll
Computer crimes & 530l (lgie juas dia 5oSadl o,Lall aagll s Vade
other crimes related to cz)mputer

azall b g aSIN pdgill @il Lgiag gl @il oy pad O aai Gl
055 U1 ellig a3 Ggulatl Gle o35 U1 @ ! (s pazm ol 03 g - g 21
Loysy f g piue b Job" ilgily (i -oLai¥ s Sl b LgolS)l Aliy o guulnl]
Gl Al sl OIS aT deyyll g g ga g -WS- Cguladl OIST slu s Cguladl alls
oy el H3ST (e ule iy e gy eyl Al LIull g gie ol (LglST)!
@l 0l G e tDonn Parker 3Lu¥l ay JLe gl Gyulatl @1t dea s
Loy ymtl QL)) @iy (S tgulatl 4y, Aabhs e @il 2" G g ulall
-(Y)"Cla,a’q

(1) (SIEBER) Dr. Ulrich — Computer crimes & other crimes related to
information technology rev. inter.de droit penal 1991 p. 1033.

(2) ( (the royal candian mounted police) " computer crimes is any illegal act
which involves a computer systems whether the computer is an obect of
crime, an instrument used to commit a crime or a respsitory of evidence
related to a crime". Available online in feb. 2000 at: http://www.rcmp.com
(mak d. rasch — criminal law and the internet — the internet and association.
Copyright © 1996 by the computer law association, inc. p.6, donn parker of
sri, 1s necessary for the successful commission of the offense.
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(1) (SCALION) Robert — crime on the internet, fall 1996, p. 1. "compuer
crime is any violation of the law that involve a knowledge of computer
technology for their perpetration, investigation, or prosecution" available
online in feb. 2000 at :
http://wings.buffallo.edu/complaw/complawpapers/scalion.html -
THOUMYRE - abuses in the cyberspace, op cit. P. 7

(2) Washington Electronic Authentication Act, ch. 250, 1996 Wash. Sess.
Laws 1190 (codified at WASH. REV. CODE §§ 19.34.010-19.34.903
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SComputer o gwl=tl” mlla e 3y e Hlac¥l L2 RS oy "Computer System
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(1) ( United States v Sampsonm, 6 COMP, L. SERV. REP. 879 (N.D. Cal.)
g€ Lwuhe (B gulnl 4 7 puall b alusia¥l ol Sl opdel ads Aundll oda i
58 La 339 dagSatl ¢IMal Lle Olgae Lay > JSiw Unauthorized use of computer time

PS8 @l Blay Led @S Hhail - ad] HLadl Sec. 641 @uwall b a0
18 U.S.C. & 641. See : United States v. Friedman. 445 F. 2d 1076, 1087 (9th
Cir.) (Theft of grand jury transcripts and information contained therein was
theft of government property). Cert. denied. 404 U.S. 958 : United States v.
Morison, 604 F. Supp. 655, 663-65 (D. Md. 1985) ("theft" of classified
information supports embezzlement conviction); United States v. DiGillo, 538
F. 2d 972 (3d Cir). Cert. denied. 429 U.S. 871 (1971) (theft by photocopying
government secords sufficient to support & 641 convocation) : United States
v. MeAusland, 979 F.2d 970 (4th Cir. 1992) (theft of competitior's
confidential bid information violates & 641).
(2) ( Art. 1 Definitions : "For purposes of this convention : Computer System
means any device or a group of inter — connected or related devices, one or
more of which, pursuant to a program, performs automatic processing of data"
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Roy, A., Doherty, J.F.. ‘Raised cosine fiter-based empirical mode
decomposition’, IET Signal Process., 2011, 5, (2), pp. 121-129
(2) (KASPERSEN) Prof. Dr. Henrik W. K. — crimes related to the computer
network. Threats and opportunities criminological perspective, p. 258. five
issues in European criminal justice: corruption, women in the criminal justice
system, criminal policy indicators, community crime prevention, and
computer crime proceedings of the vi European colloquium on crime and
criminal policy Helsinki 10-12 December 1998, European institute or crime
prevention and control, affiliated with the united nations (heuni) p. O. Box
161, fin- 00131 Helsinki Finland publication series no. 34
- Thoumyre — abuses in the cyberspace, op. cit., p. 10
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(1)Niang, O., Thioune, A., Gueirea, M.C.E., et al.: ‘Partial differential
equation-based approach for empirical mode decomposition: application on
image analysis’, IEEE Trans. Image Process., 2012, 21, (9), pp. 39914001
(2) (Rehman, N.U., Mandic, D.P.: ‘Filter bank property of multivariate
empirical mode decomposition’, IEEE Trans. Signal Process., 2011, 59, (5),
pp. 2421-2426

(3) Krinidis, S., Krinidis, M., Chatzis, V.: ‘Workspace for image clustering
based on empirical mode decomposition’, IET Image Process., 2012, 6, (6),
pp. 778-785

(4) (NICHOLSON) Keith — International Computer Crime : A Global Village
Under Siege — New England International & Comparative Law Annual 1996 —
New England School of Law P. I. available online in 16Mar. 2023 at :
http://www.nest.edu/annual/vol2/computer.htm
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working paper is forthcoming in the university of Pennsylvania law review <
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(1) Christopher REINHART, FEDERAL and state electronic signature laws.
BRUMFIELD FRY, A preliminary analysis of Patricia federal and state
electronic commerce laws.

(2) See Electronic Signature Software, SOFTWARE ADVICE,
www.softwareadvice.com/electronicsignature/ accessed in 16 Mar 2023
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(1) See Kennedy & Millard, supra note 43; see also Seth Rosenblatt & Jason
Cipriani, Two-Factor Authentication: What You Need to Know, CNET,
https://www.cnet.com/

(2) See, e.g., Aaron S. Edlin and Alan Schwartz, Optimal Penalties in
Contracts, 78 Chicago-Kent L. Rev. 33 (2003); Robert Scott and George
Triantis, Embedded Options and the Case Against Compensation in Contract
Law . 104 Columbia Law Review  (2004).

(3) See David D. Friedman, Contracts in Cyberspace [online draft]; Clayton P.
Gillette, Reputation and Intermediaries in Electronic Commerce, Louisiana
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Law Review, Vol. 63 (2002); Henry H. Perritt, Jr., Dispute Resolution in
Cyberspace: Demand for New Forms of ADR, 15 Ohio St. J of Disp. Resol
675 (2000).

(1) See, for example, Specht v. Netscape Comm’cns Corp., 306 F.3d 17, 26
n.11 (2d Cir. 2002) (assessing whether clicking to download software created
enforceable agreement to arbitrate, and noting that the matter of whether “the
agreement is a ‘written provision’ despite being provided to users in a
downloadable electronic form... has been settled by [the ESIGN Act],”
although ultimately finding that consumers clicking “yes” in the context
presented in that case did not manifest assent to license terms
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(2) See, for example, the “Administrative Procedures for Filing, Signing, and
Veritying” provided by the U.S. District Court for the Western District of
Virginia at http://www.vawd.uscourts.gov/
(3) See, for example, the “Administrative Procedures for Filing, Signing, and
Veritying” provided by the U.S. District Court for the Western District of
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(1) See Berkson v. GoGo LLC, 97 F.Supp.3d 359 (E.D.N.Y. 2015)
(establishing general principles for enforceability of internet agreements: (1)
the evidence must show that the user had notice of the agreement, (2) the link
to the terms is located where users are likely to see it and (3) a “user is
encouraged by the design and content of the website and the agreement’s
webpage to examine the terms clearly available through hyperlinkage.”) In
this case, the court required that “the offeror must show that a reasonable
person in the position of the consumer would have known what he was
assenting to” and accordingly distinguished the noticeably smaller hyperlink
for the contract terms from the large, colored “Sign In” button.
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Scheuplein v. City of W. Covina, No. B206203, 2009 Cal. App. Unpub.
LEXIS 7805, at *26-27 (Cal. Ct. App. 2d Dist. Sept. 29, 2009) (finding
emails to be authenticated when accompanied with a declaration that the

emails were retrieved from the company’s computers and the printouts were
accurate representations of the retrieved messages)
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Document that is being prepared with a view to submission to the European
Union in Brussels.

el Go il )
D. parker Op. Cit. p. 77
(2) In the US, Internet sales are currently exempt from local taxation so long
as the buyer and seller reside in different states; this rule, carried over from
traditional policies toward mail-order merchandising, has likely distorted
locational decisions on the margin, leading retailers who would otherwise
have opted for a national distribution system to concentrate their warehouse
facilities in a few jurisdictions to maximize the value of the interstate tax
exemption

el (1)
=
Nie, Norman and Erbing, Lutz (2000). Internet and Society: A Preliminary

Report. Stanford Institute for the Quantitative Study of Society. Intersurvey
Inc., and McKinsey and Co
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- Hughes, Carole (1999 ). The Relationship of Use of the Internet and
Loneliness among College Students. Dissertation Abstract. Vol. 60 (3 — A).

(2) The CFAA makes it a crime for an unauthorized user to access a computer
that is federally owned or is a « protected computer » for the purpose of 1)
obtaining records from a bank, credit card issuer, or consumer reporting
agency ; 2) committing fraud or extortion ; 3) transmitting destructive viruses
or commands ; 4) trafficking in stolen passwords ; or 5) threatening to damage
a computer system in order to extort money or other things of value. A
« protected computer » is a computer 1) used exclusively by a financial
institution or the United States Government ; 2) used on a nonexclusive basis
but where the conduct affects use by the financial institution or the
government ; or 3) used in interstate or foreign commerce or communication.
This last element is intended to keep the federal government out of purely
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adl SLall Grgo¥l 4 gl s 5o le LgilSia o3 (Electronic Commerce
ASlealt @YtV o eils siulmi¥l UL Sasl 25880 oda Gle el olel
¢! The UK Electronic Communications Act ¥+-+/0/Y0 ;511 su =l
Sl gl Laly g, SO9) b il oy le aie (V) uedl) G2 oy
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local computer crimes, but the multistate nature of Internet transmission
suggests that almost any Internet activity will amount to « interstate
commerce ». see : James Garrity & Eoghan Casey. Internet Missue in the
Workplace : A Lawyer’s Primer, op. cit., at 14.

(1) Section 7(1) provides: In any legal proceedings:

(a) an electronic signature incorporated into or logically associated with a
particular electronic communication or particular electronic data, and

(b) the certification by any person of such a signature, shall each be
admissible in evidence in relation to any question as to the authenticity of the
communication or data or as to the integrity of the communication or data,
See: Chris Reed-What is a signature?, op. cit., at 15.

(2) See generally A.M. Spence, supra, note 13; Richard Craswell, Passing on
the Costs of Legal Rules:

Efficiency and Distribution in Buyer—seller Relationships. Stanford Law
Review 43:361-398 (1989).
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(1) William E. Wyrough, JR & Ron Klein- The electronic signature act of
1996: Breaking down barriers to widespread electronic commerce in Florida,
op. cit., at 429.

(2) « An electronic identifier, created by computer, intended by the party
using it to have the same force and effect as the use of a manual this definition
does not include encryption. Further, signature », id at 431.

(3) Herb Lin, PhD hlin@nas.edu, Michele Kipke, PhD mkipke@nas.edu —
Tools and Strategies for protecting kids from pornography and their
applicability to other inappropriate internet content, op. cit, P.1.
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(1) Reno v. ACLU, US Supp. 521 U.S. 844 (1997).

(2) Protection of children from Sexual predators act of 1998 Title 9 section
901. US Code. Id at 422.

(3) Herb Lin, PhD hlin@nas.edu, Michele Kipke, PhD mkipke@nas.edu —
Tools and Strategies for Protecting Kids from Pornography and Their
Applicability to other Inappropriate Internet Content, P.4.
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