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Criminal liability for Sending Malware

A Study in Comparative Legislation

Abdul Aziz Mansour El Mel

Public Law Department , Saad Al Abdullah Academy for Security
Sciences, Ministry of Interior Kuwait, The State of Kuwait.
E-mail: aziz@almailgroup.com

Abstract:

The current study aimed to seek to develop elements of criminal
responsibility towards the sending of malware in comparative
legislation.

The study concluded as follows:

1. The crime of obstructing access to electronic services is a
misdemeanor, which i1s to disable access or obstruct access to
electronic services, devices, software or electronic information.

2. There are many malware malware malware aimed at disabling
electronic devices or computers, and all forms and types are subject
to crime.

3. The legislator tried to provide this protection for electronic
programs starting from the security of the user's right to access the
private electronic device or electronic services, and you disable or
obstruct access to electronic devices, electronic network and
accessories constitutes an attack on this right.

The study concluded with the following recommendations:

1. Protect programs from malware in users by raising the levels of
security in computers of all kinds Avoiding unsafe websites, making
sure antivirus software and operating systems are up to date, and
making sure firewalls are turned on. Not to open an email or
attachment from unknown persons, Activate IDS and IPS intrusion
detection systems at the network level, and activate ad blocker
applications.
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2. The need to periodically review existing penal legislation and
remove any ambiguities or loopholes that may be exploited by
perpetrators of impunity.

3. Strengthen international cooperation in combating cybercrime,
with a view to bringing together national penal laws, collecting
evidence and extraditing criminals, and exchanging experiences and
information in this regard.

Keywords: Criminal Liability, Malware, Comparative
Legislation.
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(2) 1 article 43-8 de la loi n 2000-719 dispose que (assurent a titre gratuity
ou onéreux. le stockage direct et permanent pour mise a disposition du
public de signaux. d'écrits. d'images de sens ou de messages de toute nature
accessible par ces services).
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LEBRUN (N.) et MBEUTCHA (E.), Evolution de la responsabilité des
intermediaries techniques en ltalie, in http://www.juriscom.net/variations/
responsabilité des intermediaries techniques en Italie.html 12/12/2010, P.2.
(3) SEDALLIAN (V.), Droit de I'Internet: réglementation, responsabilités,
contrats, Net Press, 1997, P.15.

[ Al w385 al, (£)
http://www.afa-france.com/html/action/jugement2.html19/12/2010
(5) TGI, Paris, 22 mai 2000, ligue internationale contre le racisme et

l'antisémitisme Union des Etudants Juifs France, in"
http://www.legalis.net/breve-impimer.php3?id article=736 19/12/2010



YoY0 gile — Osnn¥ly Gualid) saadl byalall oy gilally Ay yidl Asse

Bla o I o5 LT ol 5 70 &) st Lo | el il pLST 0 enay
S S g ai Jay gy ) 88 g0l (5 gren ek Sy AedSd) 550 ) s
aake Lol il 25, 21 oLl o 45,05 pue ol g9 el l b g giomal b ol eliss
st s oy o3 gl A3 ) go Ml oy cpradiined| i 093 (5 gromal O oz
Lo g5 Les Jlaas¥l adad ol dassell o I o0 26 JU oLl Jo 45,02 el plos
L =R FYSUTY PR SCEN [JOR T JORE PN N B PSR WL R VS
gl g g gl b Wl die 88 sad) ] e A podSitned 1 g 5

SO FOY dods 539 30 Aline o At g | Y gl

dndll 2 jaed | i ) OIS 3] 2 Y ks oo & s 1 3] J) Joo 531 o5
s Lo SIS S 55 g Dol 3 ol o5 g sed) g Sl b (s grmad ) 0
2badl gy oy aw d Y1 Jeadll b g5l el o Sl o e ade
Ul G asetll 5 gl el 2| o a4l e pan I VA8l
&l e doy o ol 3] anns o

55l Jows ledd S5 W1 T omd ) 51§ ol S5 0 )

i B g pies Gla Led A paed) Bl Jy -

S A GeadSiaced Vgt 5 oo (B il pma ) (Sl o 0 o A 0 gl 5 20 (V)
O s J) Olad Jah L b o) 5 J 5l S oo Lales o3 gdl 38 s aile 0¥ ¢ 03 5001 )

s AT A Al s 2] slins 1 5001 (I] g sl S s A cppotcional|
ows o BYI e JUBW L L1 pod | odiod LSl 8 ghnced L einn g2 dennd) s JoST

LSV FARR R @_,5;;5\3.,15‘3,,..4;&!3”\», GalaBNiy R.gyw‘byuj‘
(2) A similarity can be found in civil law within section 1 of the Defamation
Act 1996 in England and Wales which provides that: In defamation
proceedings a person has a defence if he shows that -
(a) he was not the author, editor or publisher of the statement complained of,
(b) he took reasonable care in relation to its publication, and
(c) he did not know, and had no reason to believe, that what he did caused
or contributed to the publication of a defamatory statement.
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(1) Section 3 of the 1978 Act states, where a body corporate is guilty of an
offence under this Act and it is proved that the offence occurred with the
consent or connivance of, or was attributable to any neglect on the part of,
any director, manager, ... he, as well as the body corporate, shall be deemed
to be guilty of that offence and shall be liable to be proceeded against and
punished accordingly.' See, for an interpretation,G. LEONG, ‘Computer Child
Pornography: The Liability of Distributors?' (1998), Crim. L.R., Special Edition:
Crime, Criminal Justice, and the Internet, December, 19-29.

(2) DTI, Net Benefit: the electronic commerce agenda for the UK, DTI/Pub
3619, October 1998. See also Speech by Mrs. Barbara Roche MP at the OECD
Electronic Commerce Ministerial Meeting, Ottawa: 9 October 1998

(3) Under UK law, however, an Internet Service Provider which has been
made aware of the illegal material (or activity) and has failed to take
reasonable steps to remove the material could also be liable to prosecution as
an accessory to a crime.

Y. AKDENIZ, Internet Child Pornography and the Law National and
International Responses University, P.R., P.251.

(4) Internet Service Providers Association
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(1) On this issue Net Benefit stated: Compliance with this code of practice
(essentially the removal of material from their UK servers following IWF
notification) would likely be taken in court as evidence of the ISP having
made reasonable efforts to comply with the law. Y. AKDENIZ, Internet Child
Pornography and the Law National and International Responses University,
P.R., P.251.

(2) European Commission, 'Proposal for a European Parliament and Council
Directive on certain legal aspects of electronic commerce in the internal
market', COM(1998) 586 final, 98/0325 (COD), Brussels, 18 November 1998;
European Commission, Amended proposal for a European Parliament and
Council Directive on certain legal aspects of electronic commerce in the
Internal Market (presented by the Commission pursuant to Article 250 (2) of
the Entreaty), COM(1999) 427 final, 98/0325 (COD). Directive 2000/31/EC of
the European Parliament and of the Council of 8 June 2000 on certain legal
aspects of information society services, in particular electronic commerce, in
the Internal Market ('Directive on electronic commerce') v 43, OJ L 178, 17
July 2000, p. 1.

(3) Articles 13 and 14 of the Directive.

(4) For a critique of notice and takedown provisions in relation to
defamation, see Cyber- Rights and Cyber-Liberties (UK) Press Release, 'UK
ISP found liable for defamation', 26 March 1999, at <http://www.cyber-
rights.org/press20/10/2010; R. UHLIQ, ‘Libel setback for Demon', Daily
Telegraph, 'Connected' Section, 1 April 1999; and Y. AKDENIZ, 'The case for
free speech’, Guardian (Online Section), 27 April 2000.
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(1) This is already possible under section 1 of the Defamation Act, and
‘notice and takedown' is common practice for the removal of content
alleged to be defamatory. Y. AKDENIZ, 'Case Analysis: Laurence Godfrey v.
Demon Internet Limited' (1999), Journal of Civil Liberties, 4(2), 260-67;
'Cyber-Rights and Cyber-Liberties' (UK), Hulbert's Case, the Lord Chancellor
and Censorship of the Internet, 11 November 1999; and Y. AKDENIZ. and
W.R.H. ROGERS, ‘Defamation on the Internet’, in Y. AKDENIZ, C. WALKER and
D. WALL (eds), The Internet, Law and Society, Harlow: Addison Wesley
Longman, 2000, 294-317. 30 This is the case in the United States with the
Digital Millennium Copyright Act 1998

(2) Religious Technology Center v. F.A.C.T.Net, Inc., 901 F. Supp. 1519 (D.
Colo. 1995), Religious Technology Center v. Netcom On-line Communication
Services, Inc., 907 F. Supp. 1361 (N.D. Cal. 1995).

(3) Cubby, Inc. V. CompuServe Inc. 776 F. Supp. 135 (1991), Stratton
Oakmont, Inc. v. Prodigy Servs. Co. 23 Media L. Rep. (BNA) 1794 (1995), and
Kenneth M. Zeran v. America Online, Inc. U.S. District Court, E.D. Virginia,
958 F.Supp (1997); U.S Court of Appeals, 4th Circuit, CA-96-1564-A, 129 F.2d
327 (1997); U.S. Supreme Court, Certiorari denied, Pet. 97-1488.

(4) Godfrey v. Demon Internet Ltd, QBD, [1999] 4 All ER 342; [2000] 3 WLR
1020; [2001] QB 201. See further, Y. AKDENIZ, ‘Case Analysis: Laurence
Godfrey v. Demon Internet Limited' (1999), Journal of Civil Liberties, 4(2),
260-67.

(5) C. MACAVINTA, CompuServe manager convicted', Cnet News.Com, 28
May 1998.

(6) The managers of two Internet providers, WorldNet and France Net, have
been charged with distribution of child pornography on ‘alt.binaries'
newsgroups. They faced the possibility of three years in jail and £65,000
fines. See Rooney, B., 'Net porn crackdown', Daily Telegraph, 15 May 1996.

(7) Y. AKDENIZ, “To Link or Not to Link: Problems with World wide web links
on the Internet' (1997), International Review of Law, Computers and
Technology 11(2), 281-98.
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(1) HERTZ - ELCHENRODE (CH.), Questions juridiques du droit allamand
relative a; a publicité sur internet, Gaz. Pall., 1997,ll, doct.,P.1513

(2) Directive 2000/31/EC of the European Parliament and of the Council of 8
June 2000 on certain legal aspects of information society services, in
particular electronic commerce, in the Internal Market, Official Journal of
the European Communities, v 43, OJ L 178, 17 July 2000, p. 1. Note also
Common Position (EC) No. 22/2000 of 28 February 2000 adopted by the
Council, acting in accordance with the procedure referred to in Article 251 of
the Treaty establishing the European Community, with a view to adopting a
Directive on electronic commerce, OJ C 128, 8 May 2000 pp. 32-50.

(3) Section 4 of the Directive: Liability of intermediary service providers:
Articles 12 (Mere Conduit), 13 (Caching), 14 (Hosting), 15 (No General
Obligation to Monitor).
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REACHACIPE

(1) Article 12 deals with the issue of mere conduit' and under article 12(1)
'Member States shall ensure that the service provider is not liable for the
information transmitted, on condition that the provider:

(a) does not initiate the transmission;

(b) does not select the receiver of the transmission; and

(c) does not select or modify the information contained in the transmission

(2) Article 12 (3).
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(1) Report from the Commission to the European Parliament, the Council
and the European Economic and Social Committee - First report on the
application of Directive 2000/31/EC on November 2003, at electronic
commerce, COM(2003) 702 final, Brussels, 21 http://europa.eu.int/eur-
lex/en/com/rpt/2003/com2003_0702en01.pdf, section 4.7.

(2) Out of those Member States which have transposed the Directive, only
Finland has included a legal provision setting out a notice and take down
procedure concerning copyright infringements only: This information has
been taken from the above-mentioned Commission Report: COM(2003) 702
final.

(3) Ban on neo-Nazi web content in German state; upheld', National
Journal's Technology Daily, 22 December 2004. Between 2002 and 2004 the
Disseldorf District Administration issued 90 ordinances against Internet
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providers in North Rhine-Westphalia, forcing them to block access to certain
websites with rightwing extremist content. See US Bureau of Democracy,
Human Rights, and Labor, Report on Global Anti-Semitism, January 2005, at
<http://www.state.gov/g/drl/  rls/40258.htm18/11/2010. Note  also
Combating racism, racial discrimination, xenophobia and related intolerance
and comprehensive implementation of and follow-up to the Durban
Declaration and Programme of Action Note by the UN Secretary- General,
A/59/330, 4 October 2004.

(1) E.T. EBERWINE, 'Note and Comment: Sound and Fury Signifying
Nothing?: Jurgen Bussow's Battle against Hate-speech on the Internet'
(2004), 49 N.Y.L. Sch. L. Rev 353; and C.D. VAN BLARCUM, ‘Internet Hate
Speech: The European Framework and the Emerging American Haven'

(2005), 62 Wash and Lee L. Rev 781.
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(1) Section 230 defines interactive computer service' as any information
service, system, or access software provider that provides or enables
computer access by multiple users to a computer server, including
specifically a service or system that provides access to the Internet and such
systems operated or services offered by libraries or educational institutions.'
47 U.S.C. § 230(e)(2). The term 'information content provider' is defined as
'any person or entity that is responsible, in whole or in part, for the creation
or development of information provided through the Internet or any other
interactive computer service.' lbid, § 230(e) (3). The statute goes on to
define the term 'Information content provider' as 'any person or entity that
is responsible, in whole or in part, for the creation or development of
information provided through the Internet or any other interactive
computer service.' 47 U.S.C. § 230(e) (3)However, for copyright infringement
a different policy has been established with the passage of the Digital
Millennium Copyright Act (H. R. 2281) 1998.

(2) 47 USC $ 230(b)(1) and (2).

(3) However, for copyright infringement a notice and actual knowledge-
based liability policy has been established with the enactment of the Digital

Millennium Copyright Act (H. R. 2281) 1998.
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(1) Zeran v. America Online [1997] 129 F3d 327. Note that Zeran was
adopted by other state and federal appeal courts: Blumenthal v. Drudge
(D.D.C. 1998) 992 F.Supp. 44, 51; Ben Ezra, Weinstein, and Co. v. AOL, Inc.,
206 F3d 980, 986 (10th Cir. 2000); Doe One v. Oliver (Conn.Super.Ct. 2000)
755 A.2d 1000, 1003-4; Morrison v. America Online, Inc. (N.D.Ind. 2001) 153
F.Supp.2d 930, 933-4; Schneider v. Amazon.com, Inc. (Wn.App. 2001) 31
P.3d 37, 40-42; PatentWizard, Inc. v. Kinko's, Inc. (D.S.D. 2001) 163
F.Supp.2d 1069, 1071; Green v. AOL, 318 F3d 465, 471 (3d Cir. 2003); Batzel
v. Smith, 333 F3d 1018, 1027 n.10 (9th Cir. 2003); Carafano .
Metrosplash.com, Inc. (9th Cir. 2003) 339 F3d 1119, 1123-4; Barrett v.
Fonorow (Ill.App.Ct. 2003) 799 N.E.2d 916, 923-5; Donato v. Moldow (N.J.
Super.Ct.App. Div 2005) 865 A.2d 711, 720-27; Austin v. CrystalTech Web
Hosting (Ariz.App. 2005) 125 P.3d 389, 392-4. See further, Dowling, J., 'Noah
v. AOL Time Warner: Are There Legitimate Barriers to Civil Rights Protection
on the Internet? (2004), 14 Alb. L.J. Sci. and Tech. 775.
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Mintz, Eric, Dr Guerrant Richard L. " A Lion in Our Village The

Unconscionable Tragedy of Cholera in Africa" New England Journal of
Medicine" 360 (11), 2009, p. 1060-10630.
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« jbril bin hasan alearishi, salmaa bint eabd alrahman muhamad
alduwsarii (2018), alshabakat aliajtimaeiat walqiimu, altabeat
al'uwlaa aldaar almanhajiat lilnashri, al'urduni.

* jbril bin hasan alearishi, muhamad hasan alshalhub (2016) , 'amn
almaelumati, altabeat al'uwlaa, dar almanhajiat lilnashr waltawziei,
al'urdun.

» zyad algadi. (2007), anzimat altashghili, altabeat alkhamisatu, dar
almasirihi, al'urdun.

» eabd allah dhib mahmud, wa'usamat asmaeil daraaj (2022)
alwajiz fi aljarayim al'iiliktruniati, altabeat al'uwlaa, dar althaqafat
lilnashr waltawziei, al'urduni.

» eala' husayn alhamaami, saed eabd aleaziz aleani. (2007) ,
tiknulujia aminiat almaelumat wanzimat alhimayati, altabeat
al'uwlaa, dar wayil lilnashri, al'urduni.

» eala' husayn alhamaami mazin samir alhakim (2017) , kulu shay'
ean 'iintirnit alashia' watatbigat almudun aldhakiat dar alraayat
lilnashr waltawziei, altabeat al'uwlaa, al'urdunn.

* cali jabaar alhusaynawi. (2009), jarayim alhasub wal'iintirnti,
altabeat al'uwlaa, dar alyazuri aleilmiati, al'urdun.

* eidi salimat. (2017) , 'amn almaelumat wa'anzimatiha fi aleasr
alraqmii, altabeat al'uwlaa, dar alfikr aljamieii, masru.

* ghaniat batili. (2015), aljarimat al‘iiliktiruniatu, altabeat al'uwlaa
manshurat aldaar aljazayiriati, aljazayir.

» fayiz mustafaa alhamuwdi, eadnan hadi alhalali (2009), nazam
altashghili, altabeat al'uwlaa, dar safa', al'urdun.

» fakhiri alhadithi, wakhalid alzuebi. (2010), sharh ganun aleuqubat
( algism aleama), altabeat althaaniatu, dar althagafati, al'urdun.

» majdi 'abu aleataa. (2016), 'amn almaelumat wal'iintirnti, altabeat
al'uwlaa, sharikat eulum alhasiba (kumbiusanis), musr.
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* muhamad bilal alzuebi, 'ahmad alsharayieat suhayr eabd allh
khalid muhamad alzuebi (2009), alhasub walbarmajiaat aljahizatu:
maharat alhasub altabeat altaasieata, dar wayil, al'urdun.

» muhamad subhi najma. (2010), ganun aleuqubat alqism aleama,
altabeat althaalithata, dar althaqafat lilnashr waltawziei, al'urdun.

* manal albalgasi . (2019), mafahim mustahdithat fi nizam
altashghili, altabeat al'uwlaa, dar algalam aljamieii, masr.

* yusuf almisri. (2011) , aljarayim almaelumatiat walragmiat
lilhasub wal'lintirnti, altabeat al'uwlaa, dar aleadalati, masr.
alkutub alama

» 'ahmad fathi surur : alhaqu fi alhayat alkhasat , majalat alganun
waliaqtisad lilbuhuth alganuniat waliaqtisadiat , matbaeat jamieat
algahirat , aleadad 54, 1986m.

» adim eabd albadie adam husayn : alhaqu fi hurmat alhayaat
alkhasat wamadaa alhimayat alati yakfiluha lah alganun aljinayiyu
, risalat dukturah , kuliyat alhuquq , jamieat algahirat ,2000m .

» 'usamat eabd allah qayid :- alhimayat aljinayiyat lilhayat alkhasat
wabanuk almaelumat , bidun dar nashr waragm tabeat , 1980m.

» ‘'ashraf shams aldiyn , alhimayat aljinayiyat lilmustanad
al'iilikturuni , t a , dar alnahdat alearabiati, algahirati,2006m.

» 'ashraf salah aldiyn , taruq alhimayat altiknulujiat bi'anwaeiha
wa'ashkaliha almukhtalifat , warshat eamal bieunwan ‘'amn
wahimayat nazum almaelumat fi almuasasat alearabiat , alqahirat ,
2007.

* 'ithab mahir alsambatii : - aljarayim al'iilikturuniat waljarayim
alsaybariat wazifat jadidat , fiat mukhtalifat , altanaghum alganuniu
hu alsabil alwahid , alnadwat al'iiglimiat hawl aljarayim almutasilat
bialkumbiutar , almaghrib 19-20 yunih ,2007m.

» jalad salim: alhaqu fi alkhususiat bayn aldamanat waldawabit fi
altashrie aljazayirii walfigh al'iislamii, risalat majistir , kuliyat
aleulum al'iinsaniat walhadarat al'iislamiat , jamieat wahran ,
aljazayir 2013-2014m.

 jamil zakariaa mahmud , alfayrusat waturuq alwigayat minha
kawasilat li'amn albayanat , almutamar alduwaliu al'awal hawl
'amn almaelumat , nahw takamul ragamay aman ,18 - 20 disambir
2005m , masqgat eamaan .
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* hasan tahir dawwud , alhasib wa'amn almaelumat , markaz
aldirasat walbuhuth , almamlakat alearabiat alsueudiat , 2000m.

* khalid mamduh 'iibrahim, aljarayim almaelumatiat , dar alfikr
aljamieii , al'iiskandariat , tal , 2009ma. 'amn almaelumat
alalkitruniat , aldaar aljamieiat , algahirat ,2008m.

 dhib bin eayid algahtanii , 'amn almaelumat , madinat almalik
cabd aleaziz lileulum altaqgniat , alriyad 1436hi- 2015m.

* saed ghalib yasin , nazam almaelumat aliidariat altabeat
alearabiat dar alyazurii aleilmiat lilnashr waltawziei, eamaan
al'urduni ,2009m.

« eayishat bin qarat mustafi :- hajiat aldalil al‘iilikturuni fi majal
al'iithbat aljinayiyi , dar aljamieat aljadidat al'iiskandariat ,2009m.
 cabd aljabaar alhunisi:- alaistikhdam ghayr almashrue linizam
alhasub min wijhat nazar alganun aljazayiyi " dirasat muqaranati" ,
majalat jamieat dimashq lileulum alaiqtisadiat walganuniat |,
almujalad 27 , aleadad al'awal , 201 1m.

* eabd aleazim mursi wazir sharh qanun aleuqubat , dar alnahdat
alearabiati.

* eabd alfataah biumi hijazii altijarat al'iilikturuniat wahimayatiha
alqanuniat , dar alfikr aljamieii , al'iiskandariat , 2004m.

* eabd almuhsin badawi muhamad 'ahmad: astiratijiaat wanazariaat
muealajat qadaya aljarimat walainhiraf fi wasayil al'iielam
aljamahiriat , alnadwat aleilmiat hawl al'iielam wal'amn , markaz
aldirasat walbuhuth , qism alnadawat walliqa'at aleilmiat ,
'akadimiat nayif alearabiat lileulum al'amniat ,11-13 / 5/ 2005m.

« efifi kamil eafifi , jarayim alkumbuyutar wadawr alshurtat
walqada', risalat dukturah , kuliyat alhuquq , jamieat al'iiskandariat
, 1999m.

* ecali mahmud eali hamuwdat :- al'adilat almutahasilat min
alwasayil al'ilikturuniat fi ‘iitar nazariat al'lithbat aljinayiy,
mugadim lilmutamar aleilmii al'awal hawl aljawanib alganuniat
al'amniat lileamaliaat al‘iilikturuniati, 'akadimiat shurtat dubay 28-
2003/4/29m.

 eawad alhaji ealaa 'ahmad , eabd al'amir khalaf husayn , 'amniat
almaelumat watigniaat altashfiri, dar alhamid lilnashr waltawzie ,
al'urdunu ,2000m.
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* ghnam muhamad ghanaam , eadam mula'amat algawaeid
altaglidiat fi ganun aleuqubat limukafahat jarayim alkumbuyutir
muqadam limutamar alqanun walkumbuyutir wal'iintirnit
al'limarat alearabiat almutahidat , kuliyat alsharieat walganun , 1-
3mayu, 2003m , almujalad althaani.

« fatimat mrinz : aliaietida' ealaa alhaqi fi alhayaat alkhasat eabr
shabakat al'iintirnit , risalat dukturah , jamieat 'abu bakr balgan ,
talmisan , aljazayir ,2012 - 2013m ..

* qanun al'uwnistiral alnamudhajiu liltawthiq altijarii alduwalii mae
dalil aliaishtirae aistiemaluh , manshurat alumam almutahida
A05.V4. Y..E

 alganun ragm 175 lisanat 2018m fi shan mukafahat jarayim
tagniat almaelumat almanshur bialjaridat alrasmiat aleadad 32
mukarir fil5 'aghustus 2018.

 qarar majlis wuzara' aleadl alearab aldawrat altaasieat alqarar
raqm 495 - 19 - 2003/10/8m.

* muhamad 'abubakr yunis , aljarayim alnaashiat ean astikhdam
al'iintirnit ( al'ahkam almawdueiat waljawanib al'iijrayiyat , dar
althagafat alearabiat lilnashr , 2004 m.

« muhamad bin eabd allah algahtanii , 'amn almaelumat , jamieat
almalik eabd aleaziz lileulum waltigniati, alriyadi,2009m.

* muhamad hamaad mirhij alhiti, "jarayim alhasub , t , ‘iidarat
almanahij lilnashr waltawziei, eaman, 2006m

 muhamad shawaabikat , jarayim alhasub wal'intarnit , dar
althaqafat eamaan , t 1, 2004 . s 13., waqad talafi almusharie
almisriu fi alganun raqm 175 lisanat 2018m.

 muhamad fahmi talabat , fayrusat alhasib wa'amn albayanat ,
majmueat alniyl alearabiat liltibacat walnashri, 1991 m.

» muhamad muhamad al'alfi , waraqat eamal muqadimat fi nadwat
himayat nazam almaelumat fi almuasasat alearabiat , algahirat
,2007m.

« mdahat ramadan : - jarayim aliactida' ealaa al'ashkhas
wal'lintarnit , dar alnahdat alearabiat n algahirat ,2007m.

» miftah bu bakr almutaridiu , aljarimat al'iiliktruniat , waraqat
camal muqgadimat 'iillaa almutamar althaalith liruasa' almahakim
aleulya fi alduwal alearabiat , alsuwdan 23-25 'aylul 2001 m.
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» mamduh khalil bahr :- nitaq himayat alhayat alkhasat fi alqganun
aljinayiyi , dar althaqafat lilnashr waltawzie , al'urduni , 2006m.
 mamduh eabd alhamid eabd almutalabi, zubaydat muhamad
qasama, eabd allah eabd aleaziza, 'unmudhaj muqtarah ligawaeid
aietimad aldalil alraqmii lil'iithbat fi jarayim alkumbiutar, mutamar
al'aemal almasrifiat aliilikturuniat, kuliyat alsharieat walganuni,
al'iimaratu, ghurfat tijarat wasinaeat , dibi, 5-10/12/2003m.

* nadiat 'amin muhamad eali , alfayrusat waturuq alwigayat minha
kawasilat li'amn albayanat , almutamar alduwaliu al'awal hawl
'amn almaelumat , nahw takamul ragamay amn disambir 2005 ,
masqat eaman.

* nayil eabd alrahman salihi, waqie, jarayim alhasib fi altashrie
al'urduniyi , bahath mugadim limutamar alganun walkumbuyutir
wal'iintirnit aladhi nazamath kuliyat alsharieat walganun - jamieat
aliimarat alearabiat almutahida ( 2000 ) buhuth mutamar alganun
walkumbuyutir wal'iintirnit , almujalad al'awal , altabeat
althaalithat , kuliyat alsharieat walqanun jamieat al'iimarat
alearabiat almutahidat , 2004m.

* nayilat eadil muhamad farid qurat, jarayim alhasib alaigtisadiat
risalat dukturah jamieat algahirati, kuliyat alhuquqi, tabeat 2003 m.
* najam eabd allah alhumaydii , nazam almaelumat al'iidariat
madkhal mueasir , altabeat althaaniat , dar alyazurii lilnashr
waltawziei, eamaan , al'urduni , 2009m.

* nizam mukafahat jarayim almaelumatiat , hayyat alaitisalat
watiqniat almaelumati, almamlakat alearabiat alsueudiati.

* hady hamid gashqush : himayat alhasib al'iilikturuni , fi altashrie
almugqarani, dar alnahdat alearabiati, algahirat 1992m.

* hisham farid rustum , qanun aleuqubat wamakhatir tigniat
almaelumati, maktabat alalat alhadithati, 'asyut, 1992.

» alhimayat aljinayiyat lil'iinsan fi suratth , maktabat alalat
alhadithat , 'asyuta.

» haytham hamuwd alshabli , 'iidarat makhatir alaihtial fi qitae
alaitisalat , dar safa' lilnashr waltawzie , t 1 , eamaan , al'urduni
2009m.

» haytham muhamad alzuebi , 'iiman fadil alsaamaraayiyu , nazam
almaelumat al'iidariata, altabeat al'uwlaa, dar safa' lilnashr
waltawzie , eamaan , 2004m .
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» wayil bunduq , mawsueat alganun alfilikturuni watiknulujia
aliaitisal walmaelumat , dar almatbueat aljamieiat , al'iiskandariat ,
tal , 2007m. yusif khalil yusif eabd aljabir , madaa faeiliat 'iijra‘at
alraqabat aldaakhiliat fi tawfir 'amn almaelumat al'iiliktruniat fi
alsharikat alsinaeiat al'urduniyat , risalat majistir , jamieat alsharq
al'awsat ,2013m.

* yunis earab: qira'at fi aliaitijahat altashrieiat liljarayim
al'iilikturuniat mae bayan mawqif alduwal alearabiat watajribat
saltanat euman , warshat eamal tatwir altashrieat fi majal
mukafahat aljarayim al'iilikturuniat , masqat , 2-4 'abril 2001 m.

* yunis earab , jarayim alkumbiutir walantirnit , 'ijjaz fi almathum
walnitaq  walkhasayis walsuwar walqawaeid al'ijjrayiyat
lilmulahagat wal'iithbati, waragat eamal muqadimat 'iillaa mutamar
al'amn alearabii 2002m tanzim almarkaz alearabii lildirasat
walbuhuth aljinayiyat , 'abu zabi, s 11, 10 - 12/2 20m.



Y‘YO%LA - u}_x_\)ig‘j Q.H.AL'X_” Aol

55aLally ¢y gilally day 200 dlns

et 24| (4 gt
T Y et Gty plad a1 Subagald Cnad
Y ettt ettt ees pu—vH
RIS Ayt | Ao
T Y A ettt bbbt es Gl yd) Sl
Y ettt ettt ettt ettt et b et et beebeeneebennens d ydf A
T ettt bbbttt s I eI
D Y ettt ettt bbbttt et bbb e be b e ebe b e sy | Do
T Y ettt sttt b et eee Ay gy
LI SOOI (6 oot Ay pil? G 19 dugad o1 Ciloglalf 0¥ ekl S ¥1 J ¥ il
Y Y s At Gilawo 1 Iy Gy 9IS 91 il
YVEe MALW ARE Jaut! Glupo yd| Jhp! 56 S 7001 B> $39 d ddliond | A grcad | SO il
YO e W) Cilarg | eSS ot | ot | Gt 3 o ikl
ettt ettt a et s ettt b bttt senenas prEey
ettt ettt b sttt s s s Tyl il
YV TA ettt b bttt b et ee Tyl Ol
D Y ettt ettt ettt e e eee 22l daill
A ettt et e e e e te e eae e b e eaaeeaeeans REFERENCES:

YYAT



