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The Effectiveness of Criminal Policy in Combating
Cybercrimes A Comparative Legal Study
in Light of Cybersecurity Requirements

Mona Ghazi Hassane Ibrahim
Law Department, Faculty of Shari'a & Law, Taif University,
Taif, Kingdom of Saudi Arabia.
E-mail: Mona_ hassane@tu.edu.sa
Abstract:

Contemporary criminal policy faces escalating challenges in light
of the rapid evolution of cybercrimes and their intrinsic link to
cybersecurity. These developments necessitate a fundamental
reassessment of the criminal justice system across its legislative and
procedural dimensions. This study aims to evaluate the effectiveness
of criminal policy in combating cybercrimes by analyzing legislative
and procedural frameworks in selected comparative legal systems,
particularly those of Saudi Arabia, Egypt, the United Arab Emirates,
and France. Adopting a comparative analytical approach, the study
examines legal texts and public policy orientations while identifying
the practical and doctrinal challenges hindering the effective
response to such crimes.

The findings reveal a persistent gap between the accelerating pace
of digital technologies and the flexibility of mechanisms of
criminalization, punishment, and evidence. This underscores the
urgent need to redesign criminal policy to align with the specific
nature of cybercrime while safeguarding legal guarantees and digital
rights. The study recommends enhancing the integration between
criminal legislation and cybersecurity tools, developing institutional
capacities, and expanding international cooperation frameworks,
thereby establishing a more responsive and effective criminal policy
for the rising threats of cyberspace.
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-Loi n°® 2016-1321 du 7 octobre 2016 pour une République
numérique , Légifrance — Loi République numérique.
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alhuquq waleulum alsiyasiati, yunyu 2024.

» -tariq aleaqla , hijiat aldalil alfiiliktrunii fi majal alfiithbat
aljinayiyi liljarayim almaelumatiat fi alnizam alsaeudii , majalat
kuliyat alsharieat walganun , jamieat 'asyut , aleadad 35 ‘iibril
2023.

* -eabd alrahman eabd allah alshaayie , "aljarimat alsaybiraniat fi
alnizam aljinayiyi alsaeudii", majalat kuliyat alhuquq ,jamieat
almalik sueud , aleadad 32, 2020.

 -faysal haeilan aleazimiu , 'lishkaliat almulahaqgat aljazayiyat fi
aljarayim al'iilikturuniati, maktabat almalik salman lileulum
al'amniati, 'abril 2024.

» -kamal eabd allah almahlawi , sueubat altahqiq wal'ithbat fi
aljarayim almaelumatiat wa'atharuha ealaa aleadalat aljinayiyat ,
majalat jamieat almuhrat lileulum al'iinsaniat , yunyu 2022.
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 -majid eabdialeaziz , alsiyasat aljinayiyat fi muajahat aljarayim
almaelumatiat qira'at tahliliatan lilnizam alsaeudii ,majalat jamieat
al'limam muhamad bn sueud , aleadad 36 , 2021.

» muhamad 'ahmad alnaaghi, al'ahkam alganuniat li'arkan aljarimat
almaelumatiati: dirasat fi altashrie aljazayirii wal'iimarati, almajalat
aljazayiriat libuhuth alhuquq waleulum alsiyasiati, disambir 2024 .
 -muhamad husayn aldawsari , ‘nishkaliat altawsif liqadaya
aljarayim almaelumatiati, jaridat alwatan alsueudiati, maris 2021.
* -muhamad mahmud qubalat , alganun alduwalii waltahadiyat
almueasirat bialtatbiq ealaa aljarimat alsiybraniati, majalat alhuquq
lilbuhuth alganuniat walaiqtisadiat , jamieat al'iiskandariat , yuliu
2024.

« -mahi aldiyn eabdallah , hijiat aldalil alragamii fi 'iithbat aljarimat
almaelumatiat ,dirasat tahliliat muqaranat , majalat albuhuth
alganuniat walaiqtisadiat , jamieat almansurat , 2021.

» munaa khalil almisriu, alsiyasat aljinayiyat fi muajahat aljarayim
alsiybraniati, majalat kuliyat alhuquqi, jamieat al‘iiskandariati,
aleadad 71, 2021.

* -nabil mahmud farid eabd alrabi , mafthum aljarayim
almaelumatiat watahadiyatuha altashrieiat fi filastin , jamieat
alnajah alwataniati, nabulus , yanayir 2018.

* -hadiat 'ahmad zaetar , al'iishkaliaat alganuniat liljarayim
al'iliktruniat aleabirat lilhudud wasubul muajahatiha , majalat
albuhuth alganuniat waliaqtisadiat , kuliyat alhuquq jamieat
almansurati, almujalad 13 , aleadad 84 , 2023.

al'anzima wallawayih

» -nizam mukafahat aljarayim almaelumatiat alsueudii alsaadir
bialmarsum almalakii raqm mi/17 bitarikh 8/3/1428.

o al'amr almalakiu raqma( 'a/17) bitarikh 26/2/1439 alkhasi
bi'iinsha' alhayyat alwataniat alsaeudiat lil'amn alsiybiranii .

« aldalil alijjrayiyu fi altahqiqat alragamiat , 'iisdarat wizarat
aldaakhiliat alsaeudiat , aliisdar althaani 2022.

« taqrir wizarat aleadl alsueudiat ean nizam al'iithbati, alriyad 2022.
» layihat tawthiq al'iijra'at alragamiat , hayyat alhukumat alraqamiat
, almamlakat alearabiat alsueudiat 2022.
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 ganun mukafahat jarayim tigniat almaelumati, alqanun almisriu
ragm 175 lisanat 2018, aljaridat alrasmiat, aleadad 32 mukarir (‘a),
14 'aghustus 2018.

* -gqanun himayat albinyat altahtiat lilmaelumat alhayawiati,
alganun alaitihadiu ragm 5 lisanat 2020, dawlat aliimarat
alearabiat almutahidati.

* marsum biqanun atihadiin ragm 5 lisanat 2012, mukafahat
jarayim taqniat almaelumati, aljaridat alrasmiati, dawlat al'iimarat
alearabiat almutahidati, 2012.

alsawabiq alqadayiya alfaransia

 -mahkamat astinaf baris alghurfat 12 , 30 'uktubar 2002, alwusul
ghayr almashrue
http://www.legalis.net/spip.php?page=jurisprudence-

decision&id _article=136

» -mahkamat aldarajat al'uwlaa , baris, aldaayirat 12 , 1 yuniu 2007
, alwusul ghayr alganunii
http://www.legalis.net/spip.php?page=jurisprudence-

decision&id _article=2179

 -almahkamat aleulya , alghurfat aljinayiyat , 8 fibrayir 2012,
tadakhul albayanat watadkhul alnizam
http://www.legifrance.gouv.fr/affichJuriJudi.do?idTexte=JURITE
XT000025534746

« -almahkamat aleulya , alghurfat aljinayiyat 29 'uktubar , tishrin
al'awal 2009 , takid tahil alnashr al'iiliktrunii lithaghrat 'amniat
kajarimat jinayiyat bimujib almadatil-3- 323 min alganun
aljinayiyi alfaransii (‘iisa'at aistikhdam aljihaz waljarayim dhat
alsilati)
http://www.legifrance.gouv.fr/affichJuriJudi.do?old Action=rechJur
1Judi&idTexte=JURITEXT000021299967 &fastReqld=750589792
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